Understanding Your Information Security Responsibilities

This document outlines the information security responsibilities that come with your work at the University. You must review this security
awareness information and University Policy #6104: Acceptable Use of Information Technology Resources and Systems and return the
included Information Security Awareness Agreement form on page 3.

Information security is everyone’s responsibility and we all have specific responsibilities to protect IT resources, systems and data. You should
always be aware of and follow the policies and procedures of the University and your department. Many of these requirements are also great advice
for protecting personal information and computers in your role as a student.

Protect sensitive information and IT resources and systems:
Sensitive information — information, in print and electronic form, about yourself, others and the University that needs protection from unauthorized
disclosure, unauthorized changes and/or unavailability.

IT resources and systems — the networks, programs, databases, computing devices, etc. that must be operational and must contain accurate
information for the university to fulfill its responsibilities.
Your responsibilities:
e Maintain the confidentiality of information that you have access or exposure to in the course of your work.
e View only the information you are asked to view. Make only the changes you are authorized by your supervisor to make.
[ ]
[ ]

Protect University IT resources and systems from malware and unauthorized access or changes.
Report any concerns and ask any questions regarding information security to your supervisor.

In order to fulfill your duties, you may be provided additional IT resource and system access. Any additional access will be assigned
through standard University procedures. Use this access only as directed by your supervisor.

Protect computers from malware:
Malware is software that can damage a computer or IT system. Examples of malware include viruses, worms, Trojan horses, spyware, adware, bots,
etc. University computers have malware protection software installed that should always be in operation and you should also ensure that any other
computer you use has malware protection.
Your responsibilities:

e  Be suspicious of all links, attachments or downloads that accompany e-mails or other electronic messages.

e  Be aware that web sites may be infected with malware.

e  Report to your supervisor any University computer behaving irregularly which you believe may be the result of malware.

Handle data securely:
The University has specific requirements for handling data.
Your responsibilities:
e Ask your supervisor:
1. Where documents should be stored.
2. How the data may be transmitted.
3. How data storage media, such as hard drives, USBs or CDs, should be used.
e  Know the procedures of disposing of sensitive information, such as through shredding of physical documents or returning
electronic data storage media to your supervisor for proper disposal.

Protect your password:
University password requirements ensure that all campus passwords meet minimum standards for length and complexity and ensure that passwords
are changed regularly.
Your responsibilities:
e  Keep your password private.
o Don’ttell it to anyone. (I1TS will never ask for it and neither should anyone else).
o Don’t let anyone else use your password.

Respect intellectual property rights:
Policy #6104: Acceptable Use of Information Technology Resources and Systems policy requires you to respect copyrights such as those copyrights
protecting music, movies and software.
Your responsibilities:
e  Protect copyrights (and prevent malware) by not installing software on University computers.
e Realize that music, movie and software trade associations do contact the University regarding copyright violations and we do
follow up.

Use wireless access wisely:
Because of the speed, reliability and security of wired access you should use wired access as opposed to wireless access when possible.
Your responsibilities:
e  Work with your supervisor to determine if wireless is appropriate for the work you are doing.

Report security incidents:
Security incidents are suspicious or abnormal events that occur on IT resources or systems such as unauthorized access to a system, unauthorized
modifications to data or misuse of IT systems.
Your responsibilities:
e  Report any concerns about security to your supervisor.



Policy 6104
ACCEPTABLE USE OF INFORMATION TECHNOLOGY
RESOURCES AND SYSTEMS

I. PURPOSE

The purpose of this policy is to establish parameters for the use of Longwood information
technology (IT) resources and systems.

II. DEFINITION

IT Resources and Systems: IT resources and systems include all computers, workstations,
peripherals, networks, communications devices, switches, software programs and systems,
as well as all related devices, hardware and software owned by Longwood University, cov-

ered under contract by the Commonwealth of Virginia or that are the responsibility of Long-

wood University through agreements with Longwood departments or employees.

1. POLICY

This policy covers all activities involving these IT resources and systems and applies to all

individuals using these IT resources and systems. This policy does not cover activities solely

involving personal property, but does cover activities which involve the use of personal
property connected to or communicating with Longwood University IT resources and sys-
tems.

A. Intent of IT Resources and Systems: IT resources and systems are provided at
Longwood and shall be used solely to support the mission of the University

and its related academic, administrative and service activities. Activities involv-

ing Longwood's IT resources and systems must be in accord with the Long-
wood University Honor Code, the Student Handbook, the Faculty Policies and
Procedures Manual and the Administrative Policies and Procedures Manual, as
well as, relevant local, state, federal and international laws and regulations.

B. Privileged Systems: Use of Longwood IT resources and systems is a privilege

granted to individuals by the University and is restricted to the specific authori-

ties granted. Access to the use of discrete IT resources and systems shall be

explicitly granted by the owner of the IT resource or system or his or her desig-

nee.
C. Acceptable Use: For use to be acceptable, it must demonstrate respect for:

1. The intent of the individual authorities granted the user;

2. The usage privileges of other authorized users;

w

. The rights of others to privacy;

4. Intellectual property rights (e.g., as reflected in licenses and copyrights);

5. Ownership, confidentiality, integrity and availability of systems and data;

6. System mechanisms designed to limit, monitor and/or record use or access
(Longwood University IT resources and systems activity are routinely
monitored and recorded by technical support staff.);

7. Current network topology and configuration; and

8. Individuals' rights to be free of intimidation, harassment and unwarranted
annoyance.

D. Responsibility to Investigate Possible Misuse:

1. The University reserves the right to monitor, access and disclose all data
created, sent, received, processed or stored on any University IT resource
or system with or without cause.

2. When there is reasonable suspicion of misuse the University has the re-
sponsibility to investigate. Such investigations will only be undertaken by
the CIO or his or her designee with the permission of the President or his
or her designee.

3. The CIO or his or her designee has the right to temporarily suspend or
modify access privileges.

E. Internal Audit Reviews: In the course of its work, Internal Audit has full and
complete direct access to all University books and records (manual and elec-
tronic) relevant to the subject of review. All documents and information
given to Internal Audit during their work will be handled in the same prudent
manner that the University expects of the employees normally accountable
for them.

IV. ENFORCEMENT

The University regards any violation of this policy as a serious offense. Violators of this
policy are subject to appropriate disciplinary action such as prescribed in the Longwood
University Honor Code, the Student Handbook, the Faculty Policies and Procedures Man-
ual and the Administrative Policies and Procedures Manual, in addition to possible cancel-
lation of IT resources and systems access privileges. Users of IT systems and resources at
Longwood are subject to all applicable local, state and federal statutes. This policy

does not preclude prosecution of criminal and civil cases under relevant local, state, fed-
eral and international laws and regulations.

Revised and approved by the Board of Visitors, September 7, 2002.

Revised and approved by the Board of Visitors, September 10, 2005.
Revised and approved by the Board of Visitors, September 14, 2006.
Revised and approved by the Board of Visitors, September 12, 2008.



Information Security Awareness Agreement

Return this completed form to the Academic and Career Advising Center.

Student Name:

Supervisor Name:

Department:

By signing and returning this form you are acknowledging that:

(1) You have reviewed the document “Understanding Your Information Security
Responsibilities” and University Policy #6104: Acceptable Use of Information
Technology Resources and Systems.

(2) You agree to follow the guidance provided in each of these documents.

Student Signature Date




	Student Employee Understanding Your Security Responsibilities
	AUP to print on one page
	Student Employee Information Security Awareness Agreement


<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice





