What information should |
provide?

Include a complete description of what
you have observed or why you suspect
an incident.

Also, provide:

Your contact information (name,
phone number, e-mail address,
department)

Time and location of the incident

If your report involves e-mail,
forward the complete message
including the headers and routing
information.

If your report involves a web
page, include the complete URL
(web address) and describe the
problem.

Contact Information:
Campus Police
Help Desk
(0]

abuse@longwood.edu

Additional information regarding incident

response may also be found within the

following:

§2.2-603(F) of the Code of Virginia.

COV IRTM Standard SEC501-01

Commonwealth Security Standards

Longwood University Policy 6132: Incident

Response

LONGWOOD UNIVERSITY
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Computer Incident Response

What should | do?

This document serves as a
general guideline for
individuals discovering or
alerted to potential incidents
that involve Longwood
computers and technology
related devices.

Information Security Office
Longwood University
11/4/2009



Incident Response: What should | do?

First, contact either Campus
Police or User Support Services
or immediately!

What Are Computer Incidents?

A computer incident is any adverse event in an
information system and/or network which can
For incidents of theft and or vandalism of IT
equipment, always contact Campus Police.

be a compromise of system integrity, theft of
an IT asset, or misuse of IT systems and so on.

It is vital that management team take the Campus Police will respond in accordance

to their policy and procedures and will notify
the Information Security Office immediately.
The Information Security Office will then
determine if there is a need to send a
responder to investigate the possible
incident.

appropriate actions when responding to any
incident.

Incidents include, but are not limited to,
vandalism, theft, unauthorized use, tampering
with data or the potential violation of any IITS

Longwood policy. .
s e Listed below are some general rules for all

What should | report'-’ individuals to adhere to:

1. Wait for the responders to arrive
and do not attempt to do anything

Threats or harassments of any kind
over electronic media should be

reported to campus police Examples of IT security incidents that should

immediately! be IR e further with the computer or
Unauthorized access to a computer device if possible! Additionally,
or account. secure the computer and/or device
P such that no one can tamper with it
e O\ Damage or vandalism to IT until either Campus Police and/or the
Help Desk (USS) [ Em;f:;"e"t ) equipment. ITS responder arrives. This may be
Smprafalne SSA . simply locking the door or just limiting
Abuse (e-mail) - Theft of IT equipment accesstothiiam

Individuals

1SO Malware (viruses, worms, trojans, or . Leave the computer or device exactly
IRM other malicious software.) as you found it. If the device is on,
T leave it on and if it was off, leave it off.
System Owner Compromises of University data . Do not attempt to gather any
B Chommes 1 Affected information or evidence from the

Use of a University IT resource for
harassment, annoyance,
intimidation, etc.

.

device. Wait for the responder to
arrive.
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