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The Security Minute is a monthly publication aimed at raising aware
issues and concerns. Please contact Jennifer Eckrote at 434-395-2




HTTP vs HTTPS

Every time you “, B

t ype your username:

username and  doejk

password on a The

website that does password Whole World
LongwoOdl@ncer6

not have https://
you are
essentially

broadcasting your login data for the world to see.

This article is paraphrased from an article, “HTTPS is more secure, so why isn’t the
Web using it?” (linked to www.facebook.com/longwoodinfosec) published by Scott
Gilberston, wired.com, March 2011.

The s implies the connection is more secure by making it
much harder for someone to see what you are doing. But
if https:// is more secure, why doesn’t the entire web
use it?

https:// is primarily used by sites that handle money—
your bank’s website or shopping carts that capture credit
card data. Many sites that use https:// only use it for the
portions of their website that need it—Ilike login pages
and checkout pages.

Firesheep (2010) made it easy for anyone to capture data
on insecure networks—coffeeshop’s, restaurants and
other public WiFi, which prompted many service

providers to offer https:// connections.

Sites such as Facebook, Twitter, Google, Wikipedia, etc
all offer a https:// connection. If you use the Mozilla
browser Firefox, you can install the “HTTPS
Everywhere” add-on to force https:// connections to

these sites, and many others, that offer https:// but that
do not use it by default.

There is no real reason the whole Web couldn’t use
https://. There are practical reasons why it isn’t
happening today, such as
e it’s slower due to
 the inability to cache web data.
o the SSL key exchange.
e it costs more
e it doesn’t work with virtual hosts (i.e. multiple sites
using same physical server)
e TLS extensions can make https:// work with
virtual hosts
e it doesn’t make sense (i.e. users never log in to
interact with website)

but eventually the practical problems will be resolved.
In the Web of the future the main concern won’t be how
fast a site loads, but how well it safeguards you and

RUMOR HAS IT:
Revisiting the March 2008 edition of the Security
Minute, my predecessor explained that "Technological
controls offer a layer of security, but decisions we make
as users are essential to protecting
information and systems."

Security 1is everyone’s
responsibility. Avoiding an
information security breach is everyone’s responsibility.
Handing data is what YOU do everyday, hence the
responsibility being yours. YOU
store data, YOU transmit data, and
YOU dispose of data everyday.
Technology can help prevent an
“O0PS”, and the Information
Security Office can help you help
yourself. The image on the
previous page shows, in the most
non-technical way, that
security is everyone's responsibility. By virtue of beinga __
member of the 7
Longwood
community
(people on the
SSLONGWOOD),

protecting the University’s
data (the SSLONGWOOD

= itself) 1s YOUR
responsibility (pick up a bucket and help already).

I know that it’s easy to think that information security is
the sole responsibility of the Information Security Office
or some new piece of technology. However, our office
and technology could miss a single wave or shark
putting the entire campus at risk for a breach of the haul.

Policy Update:

o Minimum Encryption Standards
. Encryption Key Management Standards
. Policy 6132: Incident Response
. Policy 6134: Data Classification
o Data Handling Standards
o Data Disposal Standards
. Policy 6135: Security Roles and Responsibilities

once it does load.

The Security Minute is a monthly publication aimed at raising awareness of information security
related issues and concerns. Please contact Jennifer Eckrote at eckrotejl@longwood.edu.

protects your data




