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Simplifying Security: Understanding the 3 Goals of Security

In elementary school the game of telephone is used when the teacher wants to demonstrate a lesson like the
importance of listening or the problem with gossip. The teacher leans into the first student’s ear and provides a simple
sentence to be repeated to each person in the line. For example, the teacher leans into the first student’s ear and
whispers “| have a purple dinosaur named Lizzie.” When the last child in line announces the message that has reached
him it has now morphed into something totally different than the original message, like “She wants dinosaurs to be lazy.”

What does the game of telephone have to do with security?
The game of telephone can demonstrate three important goals of security:

1. Confidentiality—preventing unauthorized disclosure
2. Integrity—assuring accuracy of data
3. Availability—ensuring resources are ready for use when we need them

Confidentiality

When you play telephone you are supposed to whisper what you are told so that others can’t hear and you are only to
repeat what you hear to the person next to you in line. These rules are in place to protect the confidentiality of the
phrase being repeated. If a person hears the phrase before it is his or her turn the game is ruined. System access
requirements (passwords, requiring authorizations for obtaining access) are in place to protect the confidentiality of data
by preventing individuals from obtaining access to data unless they require it to fulfill their responsibilities.

Integrity

In the game of telephone maintaining the integrity of the phrase means keeping the message from being changed. One
way that the integrity of information is protected is restricting the ability to change data. If you played a game of
telephone with just 5 people you would have a much better chance of the phrase being unaltered when it reached the
end of the line than if you played the game with 10 people. The fewer people in the line the fewer the opportunities for
the phrase to be changed along the way. Similarly limiting the ability to change data limits the chance of an unauthorized
change leading to error filled reports or decisions made based on bad data.

Availability

Telephone is not a game that can be played by one person, or even two people, effectively. The game of telephone
requires a group of people. The people become the system through which the phrase is processed, similar to how data
is processed by an IT resource or system. If you don’t have a few friends around you can’t play telephone and if you
don’t have access to a system when you need it, you can’t do the work you need to do. Security products like antivirus
and antispyware programs help ensure your computer is working when you need.

Security policies and procedures are in place to fulfill the three goals of security. Understanding the concepts of
confidentiality, integrity and availability is essential to understanding security.

What is...https?

A web address that begins with “https” (notice the “s”) signifies that data
Information about the change in administrative entered will be secured by encryption so that it cannot be intercepted and
rights on faculty and staff computers is now read. If you are entering information that should be confidential (ex.
available from the Instructional Technology passwords or PINs) the site should be https.

Services page: http://www.longwood.edulits/

Security Spotlight

How to tell if a website is securing the data you enter:
Information includes Freguently Asked Questions 1. Web address begins with “https” (instead of “http”)
about how the change will affect you. 2. A lock icon appears beside the address bar

related issues and concerns. If you have any questions regarding the newsletter, please contact

@ The Security Minute is a monthly publication aimed at raising awareness of information security
Melissa Short at 434-395-2034 or shortmj@longwood.edu.


http://www.longwood.edu/its/admin%20rights%20change.htm�
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